
. . . . . . . . . . . . . . . . . . . 

Policies & Procedures 
Required to Comply 
with PHIA 
Micheal Harding 
Legislative & Policy Analyst 
Legislative Unit 
Manitoba Health, Healthy Living and Seniors 

April 2016 



Please Note:   
This presentation is intended as a general guide 
to the policies and procedures that trustees 
should have in place to ensure that they comply 
with The Personal Health Information Act (PHIA). 
Trustees are advised to refer directly to the act 
and Regulation when seeking to determine all 
requirements and obligations of the law at: 
 

http://web2.gov.mb.ca/laws/statutes/ccsm/
p033-5e.php 
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1. Access & Correction 
Requirements 

 



Access 

•  Every individual has a right to access his 
or her own personal health information. 
This includes the right to: 

– Examine their PHI 
– Obtain a copy of their PHI, and 
– Request a correction to their PHI 



Notice of Right to Access 

•  Trustees must take reasonable steps to 
inform individuals of:  

–  Their right to examine and receive a copy of their PHI; 
–  How to exercise that right; 
–  Their right to name a person to exercise their PHIA 

rights on their behalf. 
 



Notice of Right to Access 
Section 1.4 of the Personal Health Information Regulation 

requires that: 
•  A trustee must use a sign, poster, brochure or other similar 

type of notice to inform individuals.  
•  The notice must be prominently displayed in as many 

locations and in such numbers as the trustee reasonably 
considers adequate to ensure that the information is likely 
to come to the individuals' attention. 

•  The notice may also contain other information about the 
trustee's practices and procedures relating to PHI, including 
information about the trustee's collection practices 





Access Requests 

•  Trustees’ responsibilities: 

– To assist the person in making the request; 
– To respond to access requests within the 

time specified in PHIA; and 
– On request, to explain any term, code or 

abbreviation. 



Response to Access Request 
•  In responding to a request, a trustee must do one of the 

following:  
a)  make the personal health information available for examination 

and provide a copy, if requested, to the individual;  
b)  inform the individual in writing if the information does not exist 

or cannot be found; or  
c)  inform the individual in writing that the request is refused, in 

whole or in part, for a specified reason described in section 11, 
and advise the individual of the right to make a complaint about 
the refusal. 

d)  Transfer the request to another trustee within 7 days 



Timelines for Response 
•  Trustees must respond to access requests as 

promptly as required in the circumstances but 
not later than: 
–  24 hours if the individual is an in-patient in a hospital 

and the information is about health care currently 
being provided (for examination only); 

–  72 hours if the individual is not an in-patient in a 
hospital and the information is about health care 
currently being provided; 

–  Within 30 days in any other case, unless the request 
is transferred to another trustee. 



Refusing Access 
•  Access to PHI can be denied as set out in subsection 

11(1) of PHIA for the following reasons: 
a)  Knowledge of the information could reasonably be expected to 

endanger the health or safety of the individual or another person;  
b)  Disclosure of the information would reveal personal health information 

about another person who has not consented to the disclosure;  
c)  Disclosure of the information could reasonably be expected to identify a 

third party who supplied the information in confidence;  
d)  The information was compiled and is used solely peer review, review 

by a standards committee established to study or evaluate health care 
practice, quality or standards of professional services, or the purpose of 
risk management assessment; or  

e)  The information was compiled principally  in anticipation of, or for use 
in, a civil, criminal or quasi-judicial proceeding.  



Severance of Information 



Severance of Information 

•  A trustee who refuses to permit personal health 
information to be examined or copied under 
Subsection 11(1) shall, to the extent possible, 
sever the personal health information that 
cannot be examined or copied and permit the 
individual to examine and receive a copy of the 
remainder of the information.  



Response to Correction Request 
•  As promptly as required in the circumstances but no later 

than 30 days after receiving a request, the trustee must 
do one of the following:  
a)  make the requested correction by adding the correcting 

information to the record 
b)  inform the individual if the personal health information no 

longer exists or cannot be found;  
c)  if the trustee does not maintain the personal health information 
d)  inform the individual in writing of the trustee's refusal to correct 

the record as requested, the reason for the refusal, and the 
individual's right to add a statement of disagreement and make 
a complaint  



Notifying Others 
•  When a trustee makes a correction or adds a statement 

of disagreement under this section, the trustee shall, 
when practicable, notify any other trustee or person to 
whom the personal health information has been 
disclosed during the year 

•  A trustee shall not charge a fee in connection with a 
request for a correction. 



2. Collection Requirements 
 



Privacy - Collection 
•  A trustee has four obligations when collecting 

personal health information: 
1.  Only collect as much information as is necessary;  
2.  Inform the individual of the reason and purpose for which the 

information is being collected; 
3.  Whenever possible, collect PHI directly from the individual the 

information is about; 
4.  if the trustee is not a health professional, inform the individual 

how to contact an officer or employee of the trustee who can 
answer the individual's questions about the collection.  



Collection from Another Source 
•  Collect from another source other than the individual the 

information is about is permitted when: 
−  the individual has authorized another method of collection;  
−  collection could endanger the health or safety of the 

individual;  
−  time or circumstances do not permit collection from the 

individual;  
−  collection of the information directly from the individual could 

reasonably be expected to result in inaccurate information 
being collected;  

−  the information is collected for the purpose of compiling a 
family/genetic history, determining/verifying the individual's 
eligibility for a program/benefit/service of the trustee. 



3. Use & Disclosure 
Requirements 



Privacy - Use 

•  “Use” refers to the sharing of PHI internally. 
•  When using personal health information, 

trustees must: 
–  Use personal health information for the original 

purpose it was collected (or for a purpose that is 
directly related); 

–  Only use information for unrelated purposes with 
consent or where authorized by section 21 of PHIA; 
and 

–  Restrict use by minimum amount and need to know 
principles. 



Privacy - Disclosure 

•  “Disclosure” refers to sharing PHI with parties 
outside of your own organization. 

•  When disclosing personal health information, 
trustees must ensure that authorization for the 
disclosure exists. 

•  Authorization can be provided: 
–  Through consent from the individual; or 
–  Without consent where permitted by the Act. 



4. Security Requirements 



Security 
•  To ensure the security of PHI, trustees must 

have: 
 

1.  Physical safeguards 
–    E.G. proximity reader ID badges, locked     

 rooms and sections, lockable filing cabinets 
2.  Technical safeguards 

–    E.G. passwords, secure networks, encryption 
software, firewalls, antivirus 

3.  Administrative safeguards 
–    E.G. policies, procedures, training, pledges 

 

   Safeguards must be appropriate to the sensitivity 
of the information. 

 



Protection of PHI 

A Trustee is required to take reasonable precautions to 
protect personal health information from fire, theft, 
vandalism, deterioration, accidental destruction or loss and 
other hazards. 



Specific Written Policy Requirements 

Trustees are required to establish written policies 
regarding:  
- The security of personal health information during its 
collection, use, disclosure, storage, and destruction. 
-  The recording of security breaches. 
- Corrective procedures to address security breaches. 
 



Security Best Practices - Privacy Breaches 

Sample policy: 
  
 Employees: 
1.  Immediately take any practicable steps to cease or lessen the breach. 
2.  Report the breach to a superior as soon as possible.   

 Trustees: 
1.  Contain the breach. 
2.  Assess any risk associated with the breach. 
3.  Notification 
4.  Prevention 



Record of User Activity 
•  The Personal Health Information Regulation requires trustees to 

maintain a record of user activity for any electronic information 
system it uses to maintain PHI, which identifies the following: 
a)  individuals whose PHI has been accessed, 
b)  persons who accessed PHI, 
c)  when PHI was accessed, 
d)  the electronic information system or component of the system 

in which PHI was accessed, 
e)  whether PHI that has been accessed is subsequently disclosed 

under section 22 of the Act; 
  

Public bodies are required to provide this record upon request. 



Auditing 
•  Subsection 4(4) of the Personal Health Information 

Regulation requires trustees to audit records of user activity 
to detect security breaches in accordance with the 
Ministerial Guidelines for Records of User Activity. Audits 
could be conducted on any or all of the following triggers: 
–  attempts to access information based on same family 

name, address or user name, human resource related 
events, or high profile name; 

–  abnormal number or frequency of login attempts; and 
–  high volume of activity associated with a single subject 

of care. 

  



5. Other Requirements 



Retention & Destruction 
•  Retention & Destruction of PHI must be in accordance with 

established policies and procedures. 
•  When destroying PHI, it must destroyed in a manner that 

preserves the confidentiality of the information. 
Ø  Personal health information of any sort must never be discarded in 

mainstream garbage. 
Ø  CDs and other similar storage media should be physically destroyed. 
Ø  PHI held on a computer or in the memory found in other electronic 

equipment, such as photocopiers and fax machines, needs to be 
magnetically erased or overwritten in such a way that the information 
cannot be recovered.  

 
 

 
 

 



Abandoned Records 
•  When proclaimed into force, The Regulated Health 

Professions Amendment and Personal Health Information 
Amendment Act will amend The Regulated Health 
Professions Act to reflect the duty of regulated health 
professionals to put plans in place to ensure that client 
records are not abandoned or at risk of being abandoned at 
any time, including when the member ceases to practice. 

•  The amendments will also empower health profession 
regulators to take action to protect the security of records that 
are abandoned or at risk of being abandoned and to recover 
the costs of any action taken from the professional who is 
responsible for the records. 

 
 

 
 

 



PHIA Training & Tracking 
•  Section 6 of the Regulation requires a trustee to provide 

orientation and ongoing training for its employees and 
agents about the trustee’s policies and procedures under 
PHIA. 

•  It is advisable for trustees to maintain a record of 
employee/agent PHIA training. 

•  MHHLS PHIA Online Training Program: 

http://www.gov.mb.ca/health/phia/training.html 



Pledge of Confidentiality 

•  All employees, students, volunteers, non-paid 
staff and individuals providing professional 
services to a trustee under contract should be 
required to sign a Pledge of Confidentiality. 

•  Must include an acknowledgment that he/she is 
bound by any PHIA Policies & Procedures of the 
trustee and that he/she is aware of the 
consequences of breaching them. 



Privacy Officer 

•  PHIA requires health care facilities and health 
services agencies to have a designated privacy 
officer whose responsibilities include: 
a)  dealing with requests from individuals who 

wish to examine and copy or to correct 
personal health information under PHIA; and  

b)  generally facilitating the trustee's compliance 
with PHIA.  



Online Resources 
 Resources for Health Professionals: 

http://www.gov.mb.ca/health/phia/resources.html 
 
Manitoba Health PHIA Website: 
http://www.gov.mb.ca/health/phia/index.html 
 
PHIA Brief Summaries and Trustees' Guides: 
http://www.gov.mb.ca/health/phia/brief.html 
 
The Manitoba Ombudsman’s PHIA Page: 
http://www.ombudsman.mb.ca/phia.htm 
 



For More Information… 

Contact: 
 

Legislative Unit 
Manitoba Health, Healthy Living and Seniors 
Tel: (204) 788-6612 
Email: PHIAinfo@gov.mb.ca 
 
 
 


